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Standard (AES)
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antivirus programs, 63
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CISA. See Cybersecurity and 

Infrastructure Security 
Agency (CISA)
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attacks
buffer overflow, 130
SQL injection, 131
XML injection, 132
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command and control, 20
controls, 183
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Corrective, 184
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Preventative, 184
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meet-in-the-middle, 169
side-channel attack, 170

cryptography, 157–159
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asymmetric algorithm attacks, 170
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asymmetric cryptography, 163
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attacks, 168
block ciphers, 162
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cryptanalysis, 161
cryptographic algorithms, 158
data at rest, 158
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data in use, 158
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hashing algorithms, 167
hashing attacks, 171
initialization vector, 170
private key, 163, 168
private key cryptography, 161
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single key cryptography, 161
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substitution, 159
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symmetric cryptography, 161
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symmetric key cryptography, 163
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transposition ciphers, 160
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crypto-mining malware, 129
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Control (DAC)
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Data Encryption Standard (DES), 162
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decryption, 158
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DES. See Data Encryption Standard 

(DES)
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file encryption, 159
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Extensible Authentication Protocol 
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File Transfer Protocol (FTP), 63, 88
filtering, 154

MAC address filtering, 155
port filtering, 154
URL filtering, 155

firewall, 88, 113
hardware firewall, 113
software firewall, 113

packet-filtering, 113
stateful inspection firewall, 114

firmware, 109
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FTP. See File Transfer Protocol (FTP)
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Google, 170
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H
hacker, 4
hacking, 3, 5
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system (IDS)
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intrusion detection system (IDS), 115
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intrusion prevention system (IPS), 116
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IPS. See intrusion prevention 

system (IPS)
IP spoofing, 107
IP suite. See TCP/IP
ISPs. See internet service 

providers (ISPs)

J
Joe Sandbox, 51–52, 68, 71

L
LAN. See local area network (LAN)
Linux, 9, 63–64
local account, 93
local area network (LAN), 105
Lockheed Martin Cyber Kill Chain 
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logging, 85
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MAC. See Mandatory Access 

Control (MAC)
malware, 4, 8–9, 55–65, 88

malware analysis, 8
types

polymorphic malware, 61
ransomware, 59, 87
rootkits and bootkits, 60
spyware and adware, 60
trojans, 59
viruses, 56
worms, 57

man command, 124
Mandatory Access Control (MAC), 
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mesh network, 144
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Microsoft, 182

OneDrive, 84
Windows, 10, 70, 89

sharing a folder, 94
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a File, 172
Windows accounts

 setup, 89
Windows Hello, 89
Windows Hello Fingerprint, 90
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Windows Security, 89
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openssl tool, 175
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packet, 105
packet switching, 14
password, 76, 91

cognitive, 76
dictionary attack, 77
security question, 76
strength, 76

penetration testing, 3
penetration testers, 10

Personal (or PSK) mode, 145
ping command, 27, 31
PGP. See Pretty Good Privacy (PGP)
plaintext, 158
port scan, 106
Pretty Good Privacy (PGP), 165
privacy, 3

cybersecurity, 2
private network, 16
proxy server, 105
public network, 16

R
rainbow table, 171
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reconnaissance, 18
risk, 180–182, 184–188

acceptance, 182
avoidance, 182
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calculating, 180
conducting a risk analysis, 187
management, 181, 184, 186
mitigate, 182
risk register, 185
transfer, 182

risk management, 8
Rivest–Shamir–Adleman, 164, 170
role-based access control, 82–83
router, 16
rule-based access control, 82

implicit deny, 82

S
SANS, 11
scanning, 19
Secure Hashing Algorithm 1  

(SHA-1), 167
security information and event 

management (SIEM), 87
security kernel, 81
Security Key, 91
Security Operations Center (SOC), 6
security plan, 180
server

web, 168
Service Set Identifier (SSID), 142
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(SHA-1)
SHA-2, 167
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shasum command, 175
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SIEM. See security information and 

event management (SIEM)
smart card, 77
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phishing, 36
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typosquatting, 40
vishing, 38
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ssh-keygen command, 176
SSID. See Service Set Identifier (SSID)
STRIDE, 182

switch flipping, 3
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Temporal Key Integrity Protocol 

(TKIP), 146
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tracert command, 28, 30
Trusted Platform Module (TPM), 78

V
VeraCrypt, 172
vulnerability, 3, 9

zero-day, 4

W
WAF. See web application 

firewall (WAF)
WAN. See wide area network (WAN)
WAP. See Wireless Access  

Point (WAP)
weaponization, 19
web application firewall (WAF), 115
webs of trust, 165
WEP. See Wired Equivalent 

Privacy (WEP)
white hats, 4, 6

types, 6
chief information security 

officer (CISO), 7
computer forensic analysts, 9
cybersecurity analyst, 6
cybersecurity architects, 7
cybersecurity consultants, 7
incident responders, 8
penetration testers, 10
threat hunters, 9
vulnerability managers, 9

wide area network (WAN), 105
Wi-Fi Protected Access (WPA), 146
Wired Equivalent Privacy (WEP),  

146, 169
Wireless Access Point (WAP), 142
wireless attacks

disassociation, 148
jamming, 149
rogue access points, 147
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wireless substandards
802.11a, 144
802.11ac, 145
802.11ax, 145
802.11b, 144
802.11g, 144
802.11n, 144

WPA. See Wi-Fi Protect Access (WPA)


